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Introduction®

The academic debate on deep packet inspection (DPI) centres on
methods of network management and copyright protection and is
directly linked to a wider debate on freedom of speech on the Internet.
The debate is deeply rooted in an Anglo-Saxon perspective of the
Internet and is frequently depicted as a titanic struggle for the right to

fundamentally free and unfettered access to the Internet.?

This debate is to a great extent defined by commercial interests. These

interests whether of copyright owners, Internet service providers,

' (Bendrath 2009)

* A first draft of this paper was presented at the 3rd Annual Giganet Symposium in
December 2008 in Hyderabad, India. For their advice and support preparing this
paper | would like to thank: Ralf Bendrath, Claus Wimmer, Geert Lovink, Manuel
Kripp, Hermann Thoene, Paul Sterzel, David Herzog, Rainer Hiilsse, Wolfgang Fanderl
and Stefan Scholz.

2 (Frieden 2008, 633-676; Goodin 2008; Lehr et al. 2007; Mueller 2007, 18; Zittrain
2008)
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application developers or consumers, are all essentially economic. All
of these groups have little commercial interest in restricting free
speech as such. However some might well be prepared to accept a
certain amount of ‘collateral damage’ to internet free speech in

exchange for higher revenues.

It can be argued that more transparent and open practices from
network service providers are needed regarding filtering policy and the
technology used. Nevertheless these practises are unlikely to
fundamentally endanger free speech. Within the international system
however, there are a large number of actors who have a considerable

interest in limiting free speech, most obviously states.

As this paper will argue, the link between deep packet inspection and
internet censorship is of far greater concern for freedom of speech
than its use in traffic shaping or preventing copyright infringement. At
the present time many of the states censoring the internet are already

known to use deep packet filtering.3

A further question that arises in this context is whether state actors
which censor the internet are following the lead of non-state actors
and modifying content within the data stream rather than just blocking
it. As DPI opens the door for far more subtle censorship methods, it

could lead to a move from filtering internet content to editing it.

This paper will start by providing a short overview of DPI and it’s
technical capabilities, before discussing the motivations of state and
non-state actors using DPI. A short sample of various actors using DPI
for censorship purposes will be provided and various scenarios related
to censorship which are enabled by DPI will be introduced. Finally,
some preliminary conclusions will be drawn and technical and

institutional responses to dpi will be sketched.

3 For further examples see page 6



A short overview of deep packet inspection (DPI)

Deep packet inspection technology has been used in various forms
since the late 1990s. Its initial development was closely linked to the
security industry and early versions of DPl found their way into

firewalls and other security software during this time.*

The rise of denial of service (DoS) attacks at the beginning of the 215t
century further contributed to the rollout of DPI technology, as it was
seen as an effective form of defence against this and other forms of
attack.> Advances both in processing power® and in DPI technology
allowed for the advent of security products including very advanced

features such as “application intelligence.””

“Generally speaking, DPI focuses on analyzing all the content of
data packets passing through the network, the headers and the
data protocol structures (as opposed to the prior "Shallow Packet
Inspection” that would only analyze the packet header) and
compares this content against rules or signatures (for example,

virus signatures).”®

What Security Focus described as the “Firewall Evolution” in 2003 has
quickly come to signify that a large number of security products and
firewalls now incorporate DPI technology.? The use of DPI solutions
has become so widespread that it is now used by many major global

internet service providers. Furthermore, the use of DPI technology has

4 (Theta Networks Inc 2008; Top Layer Networks 2008)

> (Houle and Weaver 2001, 21; Top Layer Networks 2008)
6 (Cox 2008)

7 (Leyden 2003)

8 (Theta Networks Inc 2008)
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become pervasive across the Internet, with most users frequently

completely unaware of its existence.!0

Before discussing the implications of the widespread use of DPI, a
detailed description of the technical capabilities of DPI will be

provided.

Technical capabilities of DPI technology

In its essence, what makes DPI different from ‘traditional’ (‘shallow
packet’) filtering technology the capability to analyse all layers of the
data packets sent across the Internet. This is frequently described as
“drilling down” or “opening up the payload” to determine the actual

content of the packet.!!

Using a more traditional model, DPI technology could be compared to
an automated system within the postal service, which opens each
letter, checks the contents of the letter and modifies it as necessary,
reseals the letter and then sends it on it’s way. This process is
completely transparent for both sender and recipient and because the
process takes place without any perceivable delay both sender and

recipient are unlikely to notice any difference.

What differentiates DPI filtering technology from previous forms of
filtering is the precision and granular nature of the filters as well as
the sheer scale of traffic that can be filtered.'? While a less advanced
filter such as a firewall would normally filter by IP-Address, host name

or port of host and/or guest, DPI filtering technology is able to filter

10 (Anderson 2008; Kassnher 2008)
11 (Anderson 2007)

12 The signature mechanism in particular allows extremely precise rule sets which
can be applied across internet traffic spectrum.



the entire packet based on keywords (i.e. the content of a website or
email), the length and size of the packet as well as various behavioural

and heuristic properties.13

When a packet is positively identified as matching a signature (a
specific mixture of all of the above criteria) a wide variety of actions
can be triggered. The most obvious example is to block the packet or
disturb the entire internet connection. But simply removing the
offending words, sentences or paragraphs is also possible, as is

inserting other content into the packet or modifying large parts of it.

This allows DPI technology to scan packets and apply rules to them in
a far more precise and effective manner. In turn, this extremely
granular filtering mechanism allows for far more subtle and effective

censorship.

Reasons for using DPI technology

The actors using DPI can be broadly split into state and non-state
actors. Generally speaking, non-state actors using DPI technology
normally run large networks and see DPI as part of their network

management.

There are a wide variety of reasons for non-state actors to use DPI

technology. Some of the most important are listed herel#:

- Compliance with local government regulations by allowing the
local governments access to the data flowing through their

network (i.e. CALEA, RIPA)

- Security of the network by allowing non-state actors to monitor

13 (Allot Communications 2007)

14 The following lists are drawn from these sources: (Anderson 2007; Dawson 2008;
Kassner 2008)
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network packets for threats such as viruses or malware and filter

these out as necessary

Enforcement of network rules and legal decisions which can
range from the bandwidth quotas to ensuring employee

productivity to preventing illegal access to copyrighted content

Management of the network; DPI helps ensure that all users are
able to access the services they require and the administrators
of the network are able to gain a very clear picture of the traffic

flows within their network

Service Differentiation allowing the network provider to provide

highly granular levels of service to network users.

Behavioural Advertising using DPI to create profiles of network

users which can later be monetized through targeted advertising

State actors lack commercial interests in DPl technology and

consequently are primarily interested in DPI for security reasons.

Surveillance is one of the most obvious uses for DPI. As all layers
of the packet are analysed in deep packet inspection, both the
connection details and content of network communication can

be analysed in great detail.

Censorship of the Internet through content filtering can be more

easily and effectively applied through the use of DPI technology.

To sum up these lists of preferences, the primary interests of non-



state actors are in the use of DPI for commercial reasons.l> For state
actors on the other hand the use of DPI is primarily of interest for

security reasons. 16

It is interesting to note that there is some convergence of interests
between state and non-state actors. The commercial interests of non-
state actors are not necessarily at odds with the security interests of
state actors and as a result there is a certain amount of collaboration
between the two groups. In the following sections of this paper, the
use of DPI technology by state actors to enable censorship will be

discussed in greater detail.

Actors currently using DPI for censorship

It is beyond the scope of this paper to provide an exhaustive list of all
countries that are currently using DPI for censorship purposes.l’
Furthermore, due to the sensitive nature of Internet censorship, which
is generally considered a security issue by state actors, it is difficult to

draw up a definitive list of states. Access to information about

1> The debate on DPI is part of a wider debate on network neutrality. As has been
previously noted by Viviane Reding (EU Commissioner for Information Society &
Media) this debate is primarily rooted in commercial interests:

“A cynical observer may note that in the end this whole Net Neutrality debate
is about hard cash. [...] That it is about trying to use regulation as a means to
get a better position around the negotiation table. That this is just about arm
wrestling between big network providers and successful providers of internet
services”. (Orlowski, 2008)

16 This is a simplified model of state and non-state actors, which was created for
explanatory purposes in this paper. While it is reasonable to suggest that
commercial and security aspects are perhaps the most important reasons for state
and non-state actors respectively to use DPI, a more multifaceted and complete
analysis of their actions would be necessary to fully understand motives.

17 For an extended list of countries who engage in censorship, the most definitive
list can be found at www.opennet.org. For more information about DPI usage in
different countries, please check Ralf Bendrath’s Deep Packet Inspection Project at
Delft University: http://bendrath.blogspot.com/2008/04/deep-packet-inspection-
or-end-of-net-as.html
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censorship is frequently restricted and debates regarding Internet

censorship are frequently securitized.18

This paper will concentrate on a select few countries, mainly because
their use of DPI technology for the purpose censorship is well known.

These are China and Tunisia.l®

China is considered to be at the forefront of online censorship and
operates some of the “largest and most sophisticated filtering systems
in the world.”?® It employs a large variety of methods including the

blocking of IP Addresses and keyword filtering of TCP traffic.?!

The method used by China for keyword filtering is a form of deep
packet inspection. TCP packets, which pass through the filter are
scanned looking for specific keywords. If one of these keywords is
found then the filtering system sends out TCP reset packets, which
attempt to terminate the users connection at both ends.?2 As this
behaviour is almost identical on all ISPs within China, the only
reasonable conclusion is that China uses DPI technology nationally in

order to filter internet content.

Beyond the very large and well-known example of internet censorship
in China, Tunisia is another prime example of a country using deep
packet inspection for the purpose of censorship. Indeed it is the case
that an explosion in internet usage in Tunisia has been closely

followed by a massive expansion of internet censorship.?3

18 (Buzan, Waever, and Wilde 1998)

19 What has not been explored in this paper at all, but which warrants far more
scholarly investigation, is why some states censor their Internet networks more,
other states less and very few do not censor their Internet networks at all.

20 (Zzittrain, Palfrey, and OpenNet Initiative. 2005)
21l (Zittrain and Edelman 2003, 70-77)
22 (Clayton, Murdoch, and Watson 2006, 20-35)

23 (OpenNet Initiative November 2005)



Tunisia uses DNS poisoning, IP blocking, Email censoring and a variety
of other techniques to censor internet content. A recent report from
Sami Ben Gharbia of Global Voices Advocacy indicates that deep
packet inspection is being used in Tunisia to monitor and censor HTTP
traffic.24 Although it is unknown whether the use of DPI technology is
widespread in Tunisia, it is likely that some forms of DPI technology

for surveillance and filtering are currently in place.

Scenarios enabled by DPI technology

As has been previously suggested in this paper, DPI technology is
sufficiently powerful to not only to filter content buy also to modify it.
While there is as of today no evidence that packet modification has
taken place for censorship purposes, it is clear that this procedure has
been used for behavioural advertising in both the United States and

the United Kingdom.?>

A report prepared on DPI usage by NebuAd in the USA notes that the
“advertising hardware monitors, intercepts and modifies the contents
of Internet packets’?6. DPI technology is used to scan packages and
then “inserts code by impersonating the end-point server and adding
JavaScript”. This example clearly shows the technically ability of DPI
technology to modify the payload of Internet traffic. However this
specific usage of DPI reflects the commercial interests of non-state

actors.

In this context it is plausible to suggest that state actors are following

the lead of non-state actors in modifying Internet content. To take the

24 (FREEDOM AGAINST CENSORSHIP THAILAND 22-09-08; Gharbia 2008)
25 (Metz 2008; Morelli 2007)
26 (Topolski 2008)
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example of a HTTP request to the website bbc.co.uk from an internet
user in China: at present all packets attempting to access BBC.co.uk
are blocked.?” This is a blunt but effective method of ensuring that the
content is censored for internet users in China, but a fairly obvious
method that is prone to circumvention (the user is most likely aware
that bbc.co.uk exists and may attempt to access it through other

means).

Using DPI technology, the censorship regime in China has the ability to
modify any packets running through its network. It could plausibly
create a signature for pages on bbc.co.uk, which contain opinions it
considers censorable and use DPI to rewrite these pages as they pass
through the network. This would ensure that the content is
appropriately sanitized by the time it arrives on a Chinese Users
Screen. Both inserting several lines below a BBC news article or
removing several of the most critical parts of an article would be a far

more effective form of censorship than blocking bbc.co.uk as a whole.

Any such modifications would only be visible within China and could
equally be configured to only take effect in certain parts of the
country. This form of extremely subtle filtering and modification as
the packets pass through the network would be extremely difficult to
pinpoint and would also make it extremely difficult to distinguish

between the original and the censored Chinese version.

To return to the analogy of the post office, this form of censorship is
akin to all copies of “The New York Times,” (for lack of a BBC print
publication) which are sent to China being opened, meticulously
censored and rewritten in a manner completely transparent for any

newspaper reader, resealed and sent on without any perceivable delay.

27 Although some parts of BBC.co.uk have been unblocked recently, it remains
unclear how much of the site can be viewed.



Needless to say a ‘virtual edit button’ for all Internet pages viewed in
China is an equally powerful and concerning development.?8 But this is
precisely what DPI technology currently allows. Although there is at
present no evidence that DPI technology is being used to this effect,
such subtle and advanced filtering techniques are likely to become

more common, as DPI continues to spread through the network.

Many of the countries which are the most prolific censors, also to go
to some lengths to mask their use of censorship.?? Using DPI not only
to filter but also modify Internet content is a logical continuation of
previous censorship practises. Furthermore as awareness of the
potential for such modification is very low, content providers have no

mechanisms in place to prevent censorship of this kind.

Preliminary Conclusions

As there is no significant divergence of interests between state and
non-state actors, DPI technology will continue to spread throughout
global Internet networks. This spread of DPI technology effectively
provides the necessary foundations for the use of DPI as a censorship

technology.

While it has not been discussed in this paper, it should also be noted

that a wide variety of state actors use DPI technology for surveillance

28 “Concerning” here - as in the introduction - is in relation to freedom of speech. If
free speech on the Internet is considered to be a value worth protecting, the
development of powerful pervasive censorship technologies could be cause for
concern.

29 Of the all the countries listed as censoring the internet on http://opennet.net,
there is a relatively strong correlation between high levels of censorship and low
levels of transparency.
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and espionage.3% Depending on the technical means used, the same
systems, which are used for content filtering, may also be used for
surveillance purposes. Although there is little evidence for or against
such dual uses in regards to DPI, dual uses of the same technical
system for content filtering and surveillance have been known to

exist.3!

Despite the fact that deep packet inspection has been in use on the
Internet for some time, it is now becoming widespread. There is still a
great lack of awareness of the scale and capabilities of DPI on many
levels, which has so far made meaningful policy debates about the

technology difficult.

In regards to DPI and censorship, there is very little literature to be
found on this subject at all. This seems to indicate that the full impact
of DPI technology on censorship has yet to be debated. The main
response to the use of DPI technology in Western societies so far has

been the Network Neutrality debate.

It is probably fair to say that a concept like network neutrality could go
a long way to preventing censorship via DPI. However as there is
currently no agreed definition of what network neutrality is or could be
and the distant idea of network neutrality as a ‘global norm’ is still

some way off.32

As one of the more measured contributors to the network neutrality
debate has noted, “the strongest opposition [to Network Neutrality] is

likely to come from [...] and from national governments or third

30 (United States. Congress. House. Committee on Homeland Security. Subcommittee
on Economic Security, Infrastructure Protection,and Cybersecurity. and United States.
Congress. House. Committee on Homeland Security. Subcommittee on Emergency
Preparedness, Science,and Technology. 2007)

31 (Villeneuve 2008, 16)
32 (Mueller 2007, 18)



parties attempting to maintain their power to filter and censor the

Internet.”33

Beyond institutional solutions such as network neutrality as a global
norm, the means in which content can be technically protected from
DPI should also be considered. At present there is a general lack of
awareness regarding the ability of third parties to edit content as it
travels through the network, but as awareness of this grows technical
means of preventing deep packet inspection are likely to become more

common.

The two most common technical measures which are able to prevent
deep packet inspection are encryption technology and non-textual
frameworks.3* Whether their use will spread in response to the

increased usage of DPI remains to be seen.

It is likely that the growing use of DPI within networks will have a
significant impact on the development of the internet as a whole.3>
Censorship is one of the most fundamental facts of the Internet in
large parts of the world and is likely to be influenced by the spread of

DPI.

Although network neutrality as a global norm is still some way off, a
more open public policy debate might help define a framework in
which an essentially generic technology such as DPlI can be used

without endangering freedom of speech or encouraging censorship.

33 jbid. p. 16
34 (Lehr et al. 2007; Wolfgarten 2006, 1-10; Wachter 2008)
35 (Zittrain 2008)
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