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The Insider View

•10._._._ IP Range for routing
•Censorship at border gateways

The Outsider View

•Most of hops are obscured
•Exposed IPs are ISP owned



Future Works

Multiple Nodes

Longitudinal Study

Censorship Circumventing Tools 



Internet Censorship In Iran

✓Many Players

✓HTTP Host Filtering

✓DNS Hijacking

✓Keyword Filtering

✓Whitelisting

✓Connection Throttling

✓Centralized Nature


